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Artificial Intelligence at AIRBUS Defence & Space: Open Source Intelligence
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Three steps of analysis for Social Media Intelligence

Text analysis
Sentiment, topic

Behaviour description

Hashtags, mentions, temporality

Group detection

Interaction-based communities

WebLab - Smart Data Analytics
Platform

Extracting valuable information from any
source
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Today's target : Galaxy2, on TOR

TOR : The Onion Network The anOﬂymOUS
Internet
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Oxford Internet Institute
University of Oxford
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Today's target : Galaxy2, on TOR

Galaxy?2: “the most popular social network on TOR”

Active during 2015-2016-2017, disrupted since.
Based on the elgg open source framework.
Microblogging and friendship features.

About 20,000 users in total.
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Galaxy?2

Activity The Wire Groups Blogs The Rules

Latest activity

=
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Ramiro Funes Mori joined the site 21 minutes ago
lordhuston joined the site 34 minutes ago

Black2 is now a friend with X L33t 43 minutes ago
XL33t is now a friend with Elack2 43 minutes ago
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FAQ
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Textual Analysis:

Selected Topic: 6

Clear Topic

Previous Topic

Next Topic

Intertopic Distance Map (via multidimensional scaling)
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Topic and Sentiment

Slide to adjust relevance
metric:(2) A =0.08
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Top-30 Most Relevant Terms for Topic 6 (3.4% of tokens)

- Coupling Sentiment [C.J. Hutto 2014]with keywords
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User profiling

Machine-learning based profiling
Unsupervised types of behaviours
Statistical study of specific user, aspectby aspect

Steps:

1. Data selection

2. Data cleaning

3. Dimension Reduction

4. Unsupervised Clustering
5.

Explanation and Exploitation **
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Groups: the social dimension, represented by graphs
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User Roles in Group

User
Analysis
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Groups: the social dimension
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pearsonr = -0.71; p=0.014
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Looking for groups with:
« Strong interaction
« Commontopics of interest

Exploring a graph of interaction between user accounts

Zooming in a specific group

Bishop
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Conclusion: Al needs in SocMint

Threelevels of analysis:
« Textual: sentiment, emotion, topic
« User: profiling, behaviours, influence
« Groups: detection, impact, link strength, exploration

New challenges, and new requests
Task-specific modules to benchmark and integrate in a larger solution

General difficulties to obtain the data
« GPDR & privacy
* Proprietary data, access limitations

Some NATO work on the domain:
* NIAG study on Big Data, usecase on social media analysis
« StratCom CoE: excellent publications such as “Robotrolling”
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